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SysTrust— 2001
Information Systems Reliability— The Challenge
What major factors have led to information systems reliability being 
a challenge?
We’ve become so accustomed to hearing and reading about infor­
mation systems recently that it is easy to assume that these sys­
tems are reliable, which is not necessarily the case.
Many information systems today are quite complex technically, 
with large databases that are a breeding ground for errors and 
other compromises to data and data-related functions. In addi­
tion, due to the great speed of operations of many o f todays sys­
tems, errors can travel very far “downstream” before being noticed. 
And, because many systems are interconnected, errors in one system 
often have a domino effect on other systems as well— even beyond the 
entity’s boundaries, where the errors reach suppliers, customers, 
business associates, and investors. Thus, even today’s best-de­
signed information systems on which many stakeholders rely 
prove to be fallible. Consider the following examples;
• A major U.S. bank, as a result o f a bug in its computer system, 
created 800 multimillionaires and handed out more than 
$735 billion dollars to various account holders of the bank.
• A brokerage firm experienced problems with its systems that 
caused errors in about 1,000 of its customers’ accounts, to­
taling about $324,000 in compensation payments.
• A large health insurance carrier, after spending more than 
$200 million on its computer systems, erroneously sent 
out more than $460 million in duplicate checks and over­
payments.
• After handling one bit of information incorrectly, a bank had 
to shut down 900 of its ATM machines.
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• A corrupt database in a fiber optics company resulted in the 
company supplying the wrong cable, costing the entity more 
than $500,000, Discovery of the error did not occur until the 
useless cable had been laid under a lake.
These scenarios related to unreliable systems show the sometimes 
dire consequences to companies that can occur when companies 
are not “on top of their systems game.” In todays fast-paced rou­
tine involving and created by information systems, how can entities 
assess, circumvent, and prevent system risks and their consequences? 
More important, how can entities engage proactively to ensure that 
they maintain reliable systems?
What Is a System?
Before moving ahead to answer the question o f how to make sys­
tems more reliable, let’s back up a moment and look at what we 
mean when referring to systems. Systems, for our purposes here, 
include these five basic components:
1. Infrastructure—The physical and hardware system com­
ponents, for example, mainframes, servers, and related 
components and facilities
2. Software—The programs and operating software o f a sys­
tem, including operating systems, utilities, and applica­
tions (financial systems)
3. People—The personnel involved in any aspect o f opera­
tion or use of a system, for example, programmers, op­
erators, users o f the system, and management
4. Procedures— The programmed and manual guidelines, 
instructions, and steps involved in operating systems, 
including information technology (IT) procedures for 
backup and maintenance
5. Data— The information captured, used, and supported 
by a system, including files and databases, for example
Business systems use these system components to transform data 
inputs into information outputs.
___ 6 _
A system can be very simple, for example, with only one user o f a 
payroll application based on a personal computer. Or, a system can 
be much more complex and sophisticated, with large numbers of 
users inside and outside the entity accessing many applications by 
the use o f many computers, for example, a large banking system.
What Is SysTrust About?
What is important to know about the SysTrust assurance service?
SysTrust Assurance Principles
SysTrust is an assurance service provided by CPAs regarding the 
reliability o f systems and was developed by the AICPA and the 
Canadian Institute o f Chartered Accountants (CICA). Providing 
a benchmark for what makes a system reliable, SysTrust generally 
defines reliable system as one that is capable o f operating without 
material error, fault, or failure during a specified period in a spe­
cific environment. According to SysTrust, the following four 
principles are used to evaluate whether a system is reliable.
1. Availability— The system and its stored information are 
available for operation and use at times set forth in agree­
ments. Availability requires that users o f the system be able 
to input and update system information when needed and 
that decision makers who use the systems information be 
able to access the information when needed.
2. Security— The system is protected against unauthorized 
access to its physical and logical components. System secu­
rity includes protection o f the system resources and prevents 
misuses of system software, among other things.
3. Integrity— The system processing is complete, accurate, 
timely, and authorized. Integrity requires that the system is 
free to perform its functions as intended— free from system 
manipulation. Note that system integrity does not necessarily 
mean that the information stored in the system is, for exam­
ple, complete and accurate, because of errors that could have 
been introduced previously and still remain in the system.
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4. M aintainability—The system can be updated when required 
in a manner that continues to provide for system availability, 
security, and integrity.
However, these principles alone do not provide a reliable system. 
Rather, criteria supporting and related to each principle are the 
foundation of the SysTrust structure of system reliability.
SysTrust Criteria Underlying Its Principles
In general, SysTrust criteria represent control objectives related to 
reliable systems. You can perform SysTrust engagements for your 
clients to independently test and evaluate a systems reliability as 
measured against the criteria underlying the four principles just de­
scribed. The criteria are organized into the following categories:
•  Criteria that address whether the entity has defined and 
documented its system reliability objectives and the meth­
ods it uses to achieve them
• Criteria that address the effectiveness o f the procedures the 
entity uses to achieve system reliability
• Criteria that address the entity’s monitoring o f activities 
and the surrounding environment that enables it to detect 
potential impairment to system reliability
There are twelve criteria underlying the availability principle, nine­
teen criteria underlying the security principle, fourteen criteria un­
derlying the integrity principle, and thirteen criteria underlying the 
maintainability principle. Note that the security principle includes 
approximately 33 percent of all criteria and more procedures-related 
criteria than other principles. Given the concern with security issues 
in the news and on most of the Web sites you might visit these days, 
emphasis on security-related criteria and controls is not surprising.
The criteria are designed to be complete, relevant, objective, and 
measurable. An entity can achieve the criteria by implementing ef­
fective system reliability controls. The SysTrust document contains 
illustrative controls for achieving the SysTrust criteria. In all engage­
ments, the practitioner should tailor the controls to the particular 
engagement because some of them may not be applicable to a partic­
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ular engagement and additional controls may be needed. A system is 
deemed reliable if all the SysTrust criteria for all four principles 
have been met. For engagements addressing only certain SysTrust 
principles, all criteria related to those principles must be met.
Help Desk: See the section of this alert, “SysTrust Principles and 
Criteria, Version 2.0,” for more detailed information about the 
specific principles and supporting criteria and illustrative controls 
that form the basis o f SysTrust. You also can find more complete 
SysTrust information at www.aicpa.org/assurance/systrust.htm.
Potential Engagement Opportunities
What types of client situations could benefit from SysTrust?
Because of the increasing reliance on financial and nonfinancial in­
formation systems, entities depend on reliable information for their 
decision makers to use and ultimately rely upon their systems for a 
constant and predictable revenue stream, with minimum costs re­
lated to system unreliability. The business entities you serve that rely 
on information systems can differentiate themselves and benefit in­
ternal and external stakeholders by readying their entities for and 
undergoing a SysTrust examination. A SysTrust report would be 
beneficial in many circumstances. We provide here a few scenarios 
in which SysTrust could be, or has been, significant in this regard.
1. Company DiVest is considering several offers for one of its 
divisions. An unqualified SysTrust report can provide key 
information to the potential buyers regarding DiVest's busi­
ness information systems and, as a result, stimulate buyer 
interest; help ensure the asking price for the division; and 
greatly reduce the amount of research, footwork, and back­
ground search that the potential buyers would have.
2. Large Company A outsources its IT function. To ensure that 
the service provider produces a reliable service consistent 
with its service-level agreements. Large Company A sought a 
series o f best practices, or benchmarks, against which it 
could audit the reliability o f the outsourced IT function. 
SysTrust was the answer that provided Large Company A 
with a set of best practices to use to better manage its ser-
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vice-level agreements. The report not only allowed the com­
pany to incorporate SysTrust standards into service-level 
agreements, but also helped improve the quality of the agree­
ments in addition to helping meet the company’s business 
goals o f reduced costs, improved performance, and faster 
time to market.
3. A large software infrastructure services provider o f software- 
managed Internet sites offers around-the-clock scheduled 
uptime for its customers and indicates that it operates a 
secure environment, both physically and logically. A practi­
tioner provided independent assurance about the security, 
availability, and maintainability o f the company’s technol­
ogy infrastructure based on SysTrust Principles and Criteria. 
The company’s chief executive officer (CEO) and founder 
indicates that the SysTrust opinion demonstrates to its cus­
tomers that the company understands the critical role that 
security plays in the success o f Internet business and that the 
attestation demonstrates the company’s commitment to 
peace of mind and reliability.
4. A leading single source applications service provider (ASP) 
received SysTrust certification after an audit o f its third- 
party data center operations. The SysTrust evaluation and 
testing addressed the company’s security, network, facilities, 
and operational practices. The evaluation provides assurance 
to the company’s customers that it has established necessary 
processes, procedures, controls, and infrastructure within 
the data center to deliver and potentially exceed service-level 
agreements.
5. An ASP recently was certified under the SysTrust program 
using the Web-based tools o f SysTrust Services Corporation 
(SSC) along with the systems reliability standards o f Sys­
Trust. (See the section o f this Alert titled “Tools Available to 
Support Delivery of SysTrust Services to Practitioners and 
Their Clients” for more information about these Web-based 
tools offered for practitioners conducting SysTrust engage­
ments.) As a value added reseller for a business solutions ASP 
program, the ASP was required to have its systems indepen-
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dently examined and tested against a set of system reliabil­
ity standards. The controller for the ASP indicated that 
“the SysTrust program raised the bar for the entire ASP in­
dustry, serving as a benchmark for the ASP and demon­
strating to our customers that because the ASP adheres to 
the SysTrust standards, our systems are indeed reliable.”
SysTrust Engagement Objectives and Planning
What are some of the major procedures for you to consider as you plan 
your SysTrust engagements, and how do SysTrust engagements differ 
from certain other engagements?
SysTrust Engagement Procedures
In general, the objective o f a SysTrust engagement is for the li­
censed CPA to report on whether a company has maintained effec­
tive system controls and safeguards to provide for system reliability. 
Keep in mind that the objective of a SysTrust engagement depends 
specifically on the nature of the engagement. For example, the en­
gagement could be an examination, an agreed-upon-procedures 
engagement, or a consulting engagement. Remember that a review- 
level engagement is prohibited.
As part o f the SysTrust engagement, the CPA performs procedures 
to test the criteria related to selected SysTrust principles. Some of 
the major steps included in conducting this type of an engagement 
focus on—
• Addressing client acceptance, including understanding the 
nature of the firm and its business strategy as well as being 
able to assess risk associated with the client, as with all pro­
fessional engagements.
• Establishing an understanding with the client regarding 
services to be provided (see Statement on Standards for Attes­
tation Engagements [SSAE] No. 10, Attestation Standards: 
Revision and Recodification [AICPA, Professional Standards, 
vol. 1, AT sec. 101.46]) and documenting that understand­
ing in the working papers, preferably through a written
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communication with the client. The documentation of the 
understanding should include: engagement objectives, man­
agements responsibilities, the practitioner's responsibilities, 
and engagement limitations. For SysTrust engagements, the 
practitioner's objective would be to report on the operating 
effectiveness of controls in achieving SysTrust criteria. Man­
agement's responsibilities would include maintaining Sys­
Trust standards, for example, and other information would 
relate to the use of specialists.
•  Providing proper supervision, which helps ensure that the 
efficient and effective engagement strategy is carried out.
• Gathering sufficient evidential matter for engagements con­
ducted at the examination level to help restrict risk to an ap­
propriate level.
•  Obtaining management’s description of aspects of the sys­
tem covered by the engagement to define the boundaries o f 
the system for the engagement. (The practitioner does not 
express an opinion on the description o f the system.)
• Obtaining a management’s representation letter for confirm­
ing certain evidence. Evidence would include, for example—
-  Management’s acknowledgment o f its responsibility for 
the effectiveness of controls over systems reliability based 
on SysTrust Principles and Criteria.
-  A statement that management has disclosed to the practi­
tioner all known matters contradicting its assertion about 
the effectiveness of controls over SysTrust reliability.
-  Any other communications from regulatory agencies 
concerning the assertion or subject matter, a statement 
regarding availability o f all records related to the subject 
matter, and a statement on subsequent events, among 
other matters.
• Performing engagement services under a system of quality 
control as defined in the SysTrust licensing agreement.
This list of major items to consider in planning your engagements is 
by no means detailed and complete. Depending on the exact nature
12
of the engagement, you may require more specific information re­
lated to the particular engagement.
Help Desk: One source o f information on SysTrust engagement 
planning is the AICPA CPE course How to Perform a SysTrust 
Engagement (product no. 730036kk), described in the “SysTrust 
Training Courses” section o f this Alert. Also please see appendix 
D for other courses related to SysTrust in addition to courses re­
lated to other assurance services offered.
Remember as you plan your engagements how important it is to 
have management define the system boundaries being examined. 
Some systems receive and process data from sources outside the 
system, and others receive and process data from sources within 
the system. Consider a payroll processing system that receives in­
formation from outside its system. The scope of the system, and 
therefore of the engagement, may focus on only the system’s pro­
cessing o f the provided inputs that ultimately produce checks or 
direct bank deposits to accounts. Or, think about other systems 
such as ATM systems. These systems may include all sources of 
information, such as data inputs from the ATM users and related 
processing, validation, and database updating and reporting, 
within the system’s boundaries. If this were the case, your engage­
ment would include testing o f all these information sources.
SysTrust Examinations as They Relate to SAS No. 70 Engagements 
and WebTrust Engagements
A few words here might help clarify how a SysTrust engagement 
differs from a service auditor’s engagement. We already know that 
SysTrust engagements may be performed at the examination level, 
as an agreed-upon procedures engagement or as a consulting en­
gagement. Review-level examinations are prohibited.
Now, what about a service auditor’s engagement and SysTrust? 
How do they compare? A service auditor’s engagement, conducted 
under Statement on Auditing Standards (SAS) No. 70, Service Or­
ganizations, as amended (AICPA, Professional Standards, vol. 1, AU 
sec 324), results in a report on a service organization’s description 
o f its controls that might affect the user organization’s financial 
statements. In a type 2 SAS No. 70 engagement, the service audi­
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tor also reports on the operating effectiveness o f those controls. In 
contrast, a SysTrust engagement results in the issuance o f a report 
on the effectiveness o f controls that affect system reliability, using 
the SysTrust criteria as a benchmark. A SysTrust report can relate to 
either a financial or nonfinancial system. In essence, a SAS No. 70 
engagement is an auditor-to-auditor report, and a SysTrust engage­
ment is an auditor-to-stakeholder report. Whereas both types of 
examinations provide assurance, the SAS No. 70 examination pro­
vides detailed information on system controls; a SysTrust engage­
ment would not provide details of controls.
WebTrust engagements address Web-enabled systems and focus on 
electronic commerce and controls over Internet-supported transac­
tions. SysTrust addresses all systems and focuses on the effectiveness of 
controls over the reliability of a system. WebTrust, unlike SysTrust, of­
fers a Web site seal; both types o f engagements provide a practitioner s 
report. The WebTrust report may be relevant to management, cus­
tomers, and business partners in the realm of the Web world. On the 
other hand, the SysTrust report audience comprises these same cate­
gories of stakeholders for all systems, including Web systems.
Professional Standards Related to SysTrust Engagements
What are the professional standards relating to your SysTrust engagements?
In general, SysTrust engagements in the United States are per­
formed under attestation standards. However, as you also know, 
the objective of the engagement and, therefore, the nature of the 
engagement can vary and can include consulting services, which 
are not covered by attestation standards. A consulting examina­
tion often is beneficial for entities that are preparing their systems 
for a SysTrust examination.
SysTrust engagements and agreed-upon procedures examinations 
are performed under SSAE No. 10. Attestation standards address 
services in which a CPA is engaged to issue or issues an examination, 
review, or agreed-upon procedures report on subject matter, or an 
assertion about the subject matter, that is the responsibility of an­
other party. Attestation standards apply to examination level and 
agreed-upon procedures SysTrust engagements. In many engage­
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ments, management will be asked to provide the CPA with an asser­
tion regarding the availability, security, integrity, and maintainability 
of its system. For engagements covering only certain principles, man­
agement’s assertion addresses only those principles. We’ve included 
some information about the attestation standards here for you to use 
when planning your SysTrust engagements.
As with auditing standards, the attestation standards are divided 
into three categories: the general standards, standards o f fieldwork, 
and standards of reporting.
General attestation standards require that—
1. The engagement shall be performed by a practitioner having 
adequate technical training and proficiency in the attest 
fu n ction, adequate knowledge of the subject matter, and an 
independence in mental attitude (see ET section 101, Inde­
pendence [AICPA, Professional Standards, vol. 2, ET sec. 101], 
which sets forth rules, interpretations, and rulings for engage­
ments requiring independence).
2. In addition, general standards require engagement perfor­
mance only if the practitioner has reason to believe that the 
subject matter is capable o f evaluation against criteria that 
are suitable and available to users (note: SysTrust criteria 
would apply here) and that due professional care can be ex­
ercised in engagement planning and performing.
Help Desk— Practitioners with independence or other ethics-
related questions may obtain assistance by calling the AICPA
Professional Ethics Team at (888) 777-7077.
Attestation standards o f fieldwork require that—
1. The work be adequately planned and assistants, if any, be 
properly supervised.
2. Sufficient evidence be obtained to provide a reasonable basis 
for the conclusion expressed in the report.
Attestation standards of reporting require that the report—
1. Identify the subject matter or assertion being reported on 
and state the character o f the engagement.
15
2. State the practitioners conclusion about the subject matter 
or assertion in relation to the criteria against which the sub­
ject matter or assertion was evaluated.
3. State all the practitioner's significant reservations about the 
engagement, subject matter and, if applicable, assertion re­
lated thereto.
4. State that the use of the report is restricted to specified par­
ties in certain circumstances.
If you perform a consulting engagement related to SysTrust, you 
would rely on guidance in Statement on Standards for Consult­
ing Services (SSCS) No. 1, Consulting Services: Definitions and  
Standards (AICPA, Professional Standards, vol. 1, CS sec. 100).
Remember that, when conducting a SysTrust examination, you 
are bound by the rules o f the AICPA Code o f Professional Con­
duct. The code includes standards relating to independence, in­
tegrity, and objectivity. According to the code, objectivity would 
imply that you maintain an impartial attitude required to reach an 
unbiased conclusion about the effectiveness of controls over sys­
tems reliability. If other regulatory entities have independence 
rules that would apply to your SysTrust client (for example, if your 
client is a Securities and Exchange Commission [SEC] client), you 
might need to consider if or how any applicable SEC rules might 
affect your engagement. Practitioners who provide SysTrust ser­
vices must also follow certain specific engagement requirements as 
outlined in the SysTrust licensing agreement (see appendix C of 
this Alert for a copy of the current licensing agreement).
AICPA Competency Model for SysTrust Engagements
What competencies should you look for in personnel assigned to your 
SysTrust engagements?
One o f the key assumptions of any SysTrust engagement is that the 
CPA performing the engagement is well qualified and well posi­
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tioned to provide this service. The practitioner must possess compe­
tency regarding the provision o f assurance services plus competency 
in the subject matter relating to the assurance service. According to 
the AICPA, their competency model for SysTrust would include 
these characteristics and capabilities:
•  Personal attributes— Insight and judgment, integrity and 
ethics, continuous personal improvement, commitment and 
performance stability, interpersonal orientation, project 
management skills, innovative/creative thinking, present- 
ing/speaking skills, effective business writing, and profes­
sional demeanor
• Leadership qualities—Strategic thinking and planning; facil­
itating, negotiating and persuading; teamwork, coaching 
and empowerment; problem-solving; decision making; and 
cross functional perspective
•  Broad business perspective—Firm readiness, risk management, 
and marketing
• Functional expertise—Engagement management, system reli­
ability and availability, system reliability and security, system 
reliability and integrity, system reliability and maintainability, 
and technology
Within each o f the competency categories listed above, there are 
three subcategories o f skill level: beginning, intermediate, and ad­
vanced. Accordingly, SysTrust examinations should reflect a rea­
sonable representation o f these competencies as part o f the 
SysTrust team.
If your SysTrust staff members have gaps in any o f their compe­
tency strengths, they can receive training related to SysTrust, you 
can hire individuals with the required skills, or you can use out­
side specialists to paint the complete landscape o f the competent 
SysTrust team. Remember that both the training process and use 
o f specialists require adequate supervision o f related SysTrust ac­
tivities to ensure that the team achieves the required expertise.
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Legal Considerations for Practitioners Providing 
SysTrust Services1
How can practitioners anticipate and minimize potential litigation related 
to the performance of SysTrust engagements?
Understanding a few legal basics can go a long way toward con­
tributing to your confidence when performing assurance services 
such as SysTrust. Having this confidence helps mitigate potential ex­
posure to litigation when performing this type of assurance service.
You’ve heard the stories o f the information systems world where 
reliance on systems has led entities toward disasters in the past, 
for example, the shutdown o f Yahoo and eBay due to denial-of- 
service attacks, and near shutdowns for Amazon.com and Toys- 
RUs.com in late 1999 during the Christmas rush when their 
systems could not accommodate the user volumes generated. 
Such disasters can have the potential for large liability risk for au­
ditors o f the companies experiencing them; can result in a scram­
ble to initiate damage control; and can cause a loss of confidence, 
credibility, and morale.
Practitioners can be at risk for having to make liability payments 
to soothe the wounds o f unhappy shareholders or creditors, 
among others. And, these same practitioners are sometimes per­
ceived to be able to afford large compensating payments— that is, 
they are thought to have “deep pockets.” Exposure to practition­
ers for liability is great because of the vast number and breadth of 
stakeholders, such as customers, employees, creditors, and suppli­
ers, who depend on the systems whose processes and substance is 
the subject o f the engagement report.
Guidelines for Accountants’ Liability
What is to be expected to be the accountants’ liability, especially to 
third parties, when it comes to SysTrust engagements? Practitioners
1. Carl Pacini, Stephen E. Ludwig, et. al., “SysTrust and Third-Party Risk,” Journal o f  
Accountancy (August 2000) pp. 73-78.
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can assume that, for now, until legal cases directly address accoun­
tants’ liability to third parties in the context o f SysTrust, courts will 
apply common and statutory laws related to accountants’ liability for 
negligence audits. These laws, which vary by state, determine the 
legal standard under which nonclients have a legal right to sue for 
negligence. Typically, courts apply the following four standards 
vis-a-vis clients who are owed a duty by accountants:
1. Privity requires that a direct connection or contractual rela­
tionship exist between a practitioner and third party for 
suing to occur. Privity is the most restrictive requirement.
2. Near-privity requires that the third party be an intended 
beneficiary o f the contract between practitioner and third 
party and that three elements be satisfied for a suit to occur.
3. Restatement requires that a practitioner owes a duty to the 
client and others whom the client or practitioner intends 
to be the beneficiary o f such information.
4. Reasonable foreseeability requires that practitioners reason­
ably foresee those who rely on their work.
How to Minim ize Litigation Exposure
You can attempt to minimize your litigation exposure when per­
forming SysTrust engagements by understanding the potential 
risks for exposure and by being adequately familiar with the attes­
tation and other standards applicable to such engagements. As 
part o f this process, you should attempt to identify, evaluate, and 
quantify the risk potential. Here’s where prudent planning o f the 
SysTrust engagement can have a huge positive effect. One other 
point to remember about prudent planning is to develop the en­
gagement letter, as described in the previous section o f this Alert 
titled “SysTrust Engagement Planning.” In addition, try to use 
cautionary language with the client to indicate the limitations o f 
the scope of the information to which attestation applies. Here, 
you can rely on the advice o f attorneys and on the authoritative 
standards and other literature to back up this process and mini­
mize your litigation exposure.
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SysTrust Principles and Criteria for Systems Reliability, 
Version 2.0
How does SysTrust Version 2.0 differ from Version 1.0? What are the 
principles and criteria for version 2.0 of SysTrust?
In January 2001, the AICPA and CICA issued Version 2.0 o f Sys­
Trust Principles and Criteria for Systems Reliability. The focus of 
the SysTrust service is to increase confidence of management, 
customers, and business partners in systems supporting a business 
or activity. The principal differences between Version 2.0 o f Sys­
Trust Principles and Criteria and Version 1.0 include—
• Revision to reporting guidance to permit reports on any 
one or more of the four SysTrust principles (availability, se­
curity, integrity, and maintainability).
•  Clarification of the extent to which the security principle in 
Version 2.0 covers the issue of privacy. A practitioner need 
examine issues related to privacy only to the extent that the 
entity discloses its privacy policy in the system description or 
is affected by privacy-related laws and regulations.
• Provision for engagements for systems in the preimplemen­
tation phase. This aspect o f Version 2.0 allows the practi­
tioner to test the suitability o f the design of controls for 
systems that have not yet been placed into operation. The 
related report for the preimplementation phase would ad­
dress a point in time rather than a period of time.
• Inclusion of agreed-upon procedures and consulting engage­
ments in the range of services encompassed by SysTrust.
• Provision of additional types o f illustrative practitioners’ 
reports, such as the following:
— Report on an assertion about the effectiveness of controls 
related to one of the SysTrust principles (see appendix A, 
example 4)
— Report on an assertion about suitability of controls de­
sign for systems in preimplementation (see appendix A, 
example 5)
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-  Report on an agreed-upon procedures engagement (see 
appendix A, example 6 )
Along with these additional reports resulting from Version
2.0 o f SysTrust just referenced, you might find three other
AICPA reports related to SysTrust engagements helpful:
-  Report on the assertion about the effectiveness o f con­
trols— unqualified opinion (see appendix A, example 1)
-  Report on subject matter— unqualified opinion (see ap­
pendix A, example 2)
-  Report on subject matter— qualified opinion (see appen­
dix A, example 3)
The Version 2 .0 SysTrust Principles and Criteria for Systems Relia­
bility are availability, security, integrity, and maintainability.
Availability Criteria
The system is available for operation and use at times set forth in 
service-level statements or agreements.
A 1) The entity has defined and communicated performance
objectives, policies, and standards for system availability.
A 1.1 The system availability requirements of authorized 
users, and system availability objectives, policies, and 
standards are identified and documented.
A1.2 The documented system availability objectives, poli­
cies, and standards have been communicated to autho­
rized users.
A1.3 The documented system availability objectives, poli­
cies, and standards are consistent with the system 
availability requirements specified in contractual, 
legal, and other service-level agreements and applica­
ble laws and regulations.
A1.4 Responsibility and accountability for system avail­
ability have been assigned.
A 1.5 Documented system availability objectives, policies, 
and standards are communicated to entity person­
nel responsible for implementing them,
21
A2) The entity utilizes procedures, people, software, data, and 
infrastructure to achieve system availability objectives in 
accordance with established policies and standards.
A 2.1 Acquisition, implementation, configuration and man­
agement o f system components2 related to system 
availability are consistent with documented system 
availability objectives, policies, and standards.
A2.2 There are procedures to protect the system against 
potential risks that might disrupt system operations 
and impair system availability.
A2.3 Continuity provisions address minor processing er­
rors, minor destruction o f records, and major dis­
ruptions o f system processing that might impair 
system availability.
A2.4 There are procedures to ensure that personnel re­
sponsible for the design, development, implementa­
tion and operation of system availability features are 
qualified to fulfill their responsibilities.
A3) The entity monitors the system and takes action to achieve 
compliance with system availability objectives, policies, 
and standards.
A3.1 System availability is periodically reviewed and com­
pared with documented system availability require­
ments o f authorized users and contractual, legal, and 
other service-level agreements.
A3.2 There is a process to identify potential impairments 
to the systems ongoing ability to address the docu­
mented system availability objectives, policies, and 
standards and to take appropriate action.
A3.3 Environmental and technological changes are mon­
itored and their impact on system availability is pe­
riodically assessed on a timely basis.
2. System components are categorized as follows: infrastructure (facilities, equipment and 
networks), software (systems, applications, and utilities), people (developers, operators, 
users, and managers), procedures (automated and manual), and data (transaction 
streams, files, databases, and tables).
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The system is protected against unauthorized physical and logical 
access.
S 1) The entity has defined and communicated performance
objectives, policies, and standards for system security.
S 1.1 The system security requirements of authorized users, 
and the system security objectives, policies, and stan­
dards are identified and documented.
S 1.2 The documented system security objectives, poli­
cies, and standards have been communicated to au­
thorized users.
S 1.3 Documented system security objectives, policies, and 
standards are consistent with system security require­
ments defined in contractual, legal, and other service- 
level agreements and applicable laws and regulations.
S 1.4 Responsibility and accountability for system security 
have been assigned.
S 1.5 Documented system security objectives, policies, and 
standards are communicated to entity personnel re­
sponsible for implementing them.
S2) The entity utilizes procedures, people, software, data, and
infrastructure to achieve system security objectives in accor­
dance with established policies and standards.
S2.1 The acquisition, implementation, configuration, 
and management of system components related to 
system security are consistent with documented sys­
tem security objectives, policies, and standards.
S2.2 There are procedures to identify and authenticate all 
users authorized to access the system.
S2.3 There are procedures to grant system access privileges 
to users in accordance with the policies and standards 
for granting such privileges.
S2.4 There are procedures to restrict access to computer 
processing output to authorized users.
Security Criteria
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S3)
S2.5 There are procedures to restrict access to files on off­
line storage media to authorized users.
S2.6 There are procedures to protect external access points 
against unauthorized logical access.
S2.7 There are procedures to protect the system against 
infection by computer viruses, malicious codes, and 
unauthorized software.
S2.8 Threats o f sabotage, terrorism, vandalism and other 
physical attacks have been considered when locating 
the system.
S2.9 There are procedures to segregate incompatible func­
tions within the system through security authorizations.
S2.10 There are procedures to protect the system against 
unauthorized physical access.
S2 .11 There are procedures to ensure that personnel responsi­
ble for the design, development, implementation, and 
operation of system security are qualified to fu lfill their 
responsibilities.
The entity monitors the system and takes action to achieve
compliance with system security objectives, policies, and
standards.
S3.1 System security performance is periodically reviewed 
and compared with documented system security re­
quirements of authorized users and contractual, legal, 
and other service-level agreements.
S3.2 There is a process to identify potential impairments to 
the systems ongoing ability to address the documented 
security objectives, policies, and standards, and to take 
appropriate action.
S3.3 Environmental and technological changes are moni­
tored, and their impact on system security is periodi­
cally assessed on a timely basis.
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I1.2
I 1.3
System processing is complete, accurate, timely and authorized.
I1) The entity has defined and communicated performance ob­
jectives, policies, and standards for system processing integrity.
I 1.1 The system processing integrity requirements of au­
thorized users and the system processing integrity 
objectives, policies, and standards are identified and 
documented.
Documented system processing integrity objectives, 
policies, and standards have been communicated to 
authorized users.
Documented system processing integrity objectives, 
policies, and standards are consistent with system 
processing integrity requirements defined in con­
tractual, legal, and other service-level agreements 
and applicable laws and regulations.
Responsibility and accountability for system pro­
cessing integrity have been assigned.
Documented system processing integrity objectives, 
policies, and standards are communicated to entity 
personnel responsible for implementing them.
I2) The entity utilizes procedures, people, software, data, and 
infrastructure to achieve system processing integrity objec­
tives in accordance with established policies and standards.
I2.1 The acquisition, implementation, configuration, 
and management of system components related to 
system processing integrity are consistent with doc­
umented system processing integrity objectives, 
policies, and standards.
I2.2 The information processing integrity procedures re­
lated to information inputs are consistent with the 
documented system processing integrity requirements.
Integrity Criteria
I 1.4
I1.5
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I2.3
I2.4
I2.5
I2.6
There are procedures to ensure that system process­
ing is complete, accurate, timely, and authorized.
The information processing integrity procedures 
related to information outputs are consistent with 
the documented system processing integrity re­
quirements.
There are procedures to ensure that personnel re­
sponsible for the design, development, implementa­
tion and operation o f the system are qualified to 
fulfill their responsibilities.
There are procedures to enable tracing of informa­
tion inputs from their source to their final disposi­
tion and vice versa.
I3) The entity monitors the system and takes action to achieve 
compliance with system processing integrity objectives, 
policies, and standards.
I3.1 System processing integrity performance is periodi­
cally reviewed and compared to the documented 
system processing integrity requirements o f autho­
rized users and contractual, legal and other service- 
level agreements.
There is a process to identify potential impairments 
to the system’s ongoing ability to address the docu­
mented system processing integrity objectives, poli­
cies, and standards and to take appropriate action.
Environmental and technological changes are mon­
itored, and their impact on system processing in­
tegrity is periodically assessed on a timely basis.
I3.2
I3.3
M aintainability Criteria
The system can be updated when required in a manner that con­
tinues to provide for system availability, security, and integrity.
M 1) The entity has defined and communicated performance ob­
jectives, policies, and standards for system maintainability.
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M 1.1 Documented system maintainability objectives, 
policies, and standards address all areas affected by 
system changes.
M 1.2 Documented system maintainability objectives, poli­
cies, and standards have been communicated to au­
thorized users.
M 1.3 Documented system maintainability objectives, poli­
cies, and standards are consistent with the requirements 
defined in contractual, legal, and other service-level 
agreements and applicable laws and regulations.
M 1.4 Responsibility and accountability for system main­
tainability have been assigned.
M 1.5 Documented system maintainability performance ob­
jectives, policies, and standards are communicated to 
entity personnel responsible for implementing them.
M2) The entity uses procedures, people, software, data, and in­
frastructure to achieve system maintainability objectives in
accordance with established policies and standards.
M2.1 Resources available to maintain the system are con­
sistent with the documented requirements o f autho­
rized users and documented objectives, policies, and 
standards.
M2.2 Procedures to manage, schedule, and document all 
planned changes to the system are applied to modifica­
tions of system components to maintain documented 
system availability, security and integrity consistent 
with documented objectives, policies, and standards.
M2.3 There are procedures to ensure that only authorized, 
tested, and documented changes are made to the sys­
tem and related data.
M2.4 There are procedures to communicate planned and 
completed system changes to information systems 
management and to authorized users.
M2.5 There are procedures to allow for and to control emer­
gency changes.
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M3) The entity monitors the system and takes action to achieve 
compliance with maintainability objectives, policies, and 
standards.
M3.1 System maintainability performance is periodically 
reviewed and compared with documented system 
maintainability requirements of authorized users and 
contractual, legal, and other service-level agreements.
M3.2 There is a process to identify potential impairments to 
the systems ongoing ability to address the documented 
system maintainability objectives, policies, and stan­
dards and to take appropriate action.
M3.3 Environmental and technological changes are moni­
tored, and their impact on system maintainability is 
periodically assessed on a timely basis.
Help Desk: For more information about SysTrust principles, see 
SysTrust, AI CPA/CICA SysTrust™  Principles and Criteria for Systems 
Reliability, Version 2.0, January 2001 (product no. 060467kk).
Tools Available to Support Delivery of SysTrust Services 
to Practitioners and Their Clients
Are there tools available to support delivery of SysTrust?
In March 2001, the AICPA contracted in a nonexclusive licensing 
agreement with SysTrust Services Corporation (SSC) of Denver, 
Colorado, to offer proprietary Web-based diagnostic tools to sup­
port CPAs who deliver SysTrust engagements. SSC ’s proprietary 
technology produces online working papers on its secure Web site 
for you to use with your SysTrust clients. The working papers in­
clude effective ways of collecting the data required for the examina­
tion and can help ensure that you and the client have a better 
understanding of areas requiring improvement to comply with Sys­
Trust Principles and Criteria. These working papers take advantage 
of efficiencies in marketing over the Internet and are a cost-effec­
tive, specialized software tool designed to reduce time and delivery 
o f assurance services. The information provides you and your 
clients with a framework to allow working together to evaluate op­
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erational reliability o f  a system. For m ore inform ation on S S C ’s 
technology, see the Web site at www.systrustservices.com.
SysTrust Training Courses
Where can my firm obtain training for SysTrust?
In addition to this Assurance Services Alert on SysTrust, the AICPA 
also offers the following CPE courses to help train your firm’s staff 
to perform SysTrust engagements:
•  SysTrustSM Service: An Overview to the New Assurance Service 
on Systems Reliability (product no. 730028kk). The course 
provides practitioners with an introduction to SysTrust ser­
vice and identifies related resources to help them understand 
SysTrust Principles and Criteria. Topics discussed include—
— The SysTrust service— Details o f the key concepts o f Sys­
Trust, principles and criteria, management’s assertion, 
and system description.
— The SysTrust market—The SysTrust value proposition, 
and anticipated buyers.
— SysTrust overview— The attributes o f the principles and 
criteria and sources o f illustrative controls.
— Other topics—The key steps in a SysTrust examination, re­
porting issues, marketing the SysTrust service, and the rela­
tionship of SysTrust with other services, such as consulting, 
agreed-upon procedures, SAS No. 70, and WebTrust.
•  How to Perform a SysTrustSM Engagement (product no. 
730036kk). The topics discussed include—
— Applying the attestation standards in a SysTrust engage­
ment, including IT control competencies, SysTrust Prin­
ciples, Criteria, and illustrative controls, independence 
considerations, and due care.
— Identifying the perimeter of the engagement and prepar­
ing system descriptions.
— Engagement performance issues, such as client/engage- 
ment acceptance, engagement letter, planning and super-
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vision, evidence gathering, risk assessment, management 
representations, working papers and documentation, and 
quality assurance.
-  Reporting on a SysTrust engagement in accordance with 
SSAE No. 10 and assertions versus subject matter and is­
suing qualified reports.
•  New! In-Depth Training on the SysTrust™ Principles and Crite­
ria (product no. 730025kk). The topics focus on gaining total 
understanding of the detailed SysTrust criteria with examples 
for each illustrating how to interpret the presence or absence 
of corresponding controls. Topics addressed include—
-  The four SysTrust principles: availability, security, integrity, 
and maintainability.
-  Key references for illustrative controls.
-  Role of controls in SysTrust criteria.
-  Identification of controls corresponding to SysTrust crite­
ria and illustrative controls.
The Assurance Services Alert SysTrust will be published annually. As 
you encounter practice issues that you believe warrant discussion in 
next years Alert, please feel free to share those with us. Any other 
comments that you have about the Alert would also be greatly ap­
preciated. You may e-mail your comments to lgivarz@aicpa.org or 
send them to—
Leslye Givarz 
AICPA
Harborside Financial Center
201 Plaza Three
Jersey City, N J 07311-3881
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APPENDIX A
Sam ple SysTrust Reports
EXAMPLE 1
Reporting on an Assertion About the Effectiveness of 
Controls Based on AICPA Standards: Unqualified Opinion
Independent Accountant s Report
We have examined the accompanying assertion by the manage­
ment of ABC Corporation regarding the effectiveness of its con­
trols over the availability, security, integrity, and maintainability of 
the Financial Services System during the period Month X, 200X, 
to Month XX, 200X, based on the SysTrust™ Principles and Cri­
teria established by the American Institute of Certified Public Ac­
countants (AICPA) and the Canadian Institute o f Chartered 
Accountants (CICA), which are available at www.aicpa.org/assur­
ance. This assertion is the responsibility o f the management of 
ABC Corporation. Our responsibility is to express an opinion on 
the aforementioned assertion based on our examination.
Management's description o f the aspects o f the Financial Ser­
vices System covered by its assertion is attached. We did not ex­
amine this description and, accordingly, we do not express an 
opinion on it.
Our examination was conducted in accordance with attestation 
standards established by the AICPA and, accordingly, included (1) 
obtaining an understanding of the controls related to the availabil­
ity, security, integrity, and maintainability o f the Financial Services 
System; (2) testing and evaluating the operating effectiveness o f 
the controls; and (3) performing such other procedures as we con­
sidered necessary in the circumstances. We believe that our exam­
ination provides a reasonable basis for our opinion.
Because o f the inherent limitations o f controls, errors or fraud 
may occur and not be detected. Furthermore, the projection of 
any conclusions based on our findings to future periods is subject 
to the risk that changes made to the system or controls, changes in
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processing requirements, or the failure to make changes to the 
system when required may alter the validity o f such conclusions.
In our opinion, management's assertion that ABC Corporation 
maintained effective controls over the availability, security, in­
tegrity, and maintainability o f the Financial Services System to 
provide reasonable assurance that—
• The system was available for operation and use at times set 
forth in service-level statements or agreements,
• The system was protected against unauthorized physical 
and logical access,
•  The system processing was complete, accurate, timely, and 
authorized, and
• The system could be updated when required in a manner 
that continued to provide for system availability, security, 
and integrity
during the period Month X, 200X, to Month XX, 200X, based 
on the SysTrust™ Principles and Criteria established by the 
AICPA and the CICA, is fairly stated in all material respects.
[Signature]
[Date]
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Independent Accountant's Report
To [Specify the party to whom the report is addressed] :
We have examined the effectiveness o f  A BC Corporation’s 
controls over the availability, security, integrity, and maintain­
ability o f  the Financial Services System during the period 
Month X, 200X, to Month XX, 200X, based on the SysTrust™ 
Principles and Criteria established by the American Institute o f 
Certified Public Accountants (AICPA) and the Canadian In­
stitute o f Chartered Accountants (CICA), which are available 
at www.aicpa.org/assurance. ABC Corporation’s management 
is responsible for the effectiveness o f its controls over the avail­
ability, security, integrity, and maintainability o f the Financial 
Services System. Our responsibility is to express an opinion 
based on our examination.
Management’s description o f the aspects o f the Financial Ser­
vices System covered by its assertion is attached. We did not ex­
amine this description, and, accordingly, we do not express an 
opinion on it.
Our examination was conducted in accordance with attestation 
standards established by the AICPA and, accordingly, included (1) 
obtaining an understanding of the controls related to the availabil­
ity, security, integrity, and maintainability o f the Financial Services 
System; (2) testing and evaluating the operating effectiveness of 
the controls; and (3) performing such other procedures as we con­
sidered necessary in the circumstances. We believe that our exam­
ination provides a reasonable basis for our opinion.
Because o f the inherent limitations o f controls, errors or fraud 
may occur and not be detected. Furthermore, the projection of 
any conclusions based on our findings to fixture periods is subject 
to the risk that changes made to the system or controls, changes in 
processing requirements, or the failure to make changes to the sys­
tem when required may alter the validity o f such conclusions.
In our opinion, ABC Corporation’s controls over the availability, 
security, integrity, and maintainability o f the Financial Services
EXAMPLE 2
Reporting on the Subject Matter (the Effectiveness of
Controls) Based on AICPA Standards: Unqualified Opinion
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System were operating effectively during the period Month X, 
200X, to Month XX, 200X, in all material respects, based on the 
SysTrust™ Principles and Criteria established by the AICPA 
and the CICA to provide reasonable assurance that—
• The system was available for operation and use at times 
set forth in service-level statements or agreements,
• The system was protected against unauthorized physical 
and logical access,
•  The system processing was complete, accurate, timely, and 
authorized, and
• The system could be updated when required in a manner 
that continued to provide for system availability, security, 
and integrity.
[Signature]
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Independent Accountant's Report
To [Specify the party to whom the report is addressed]:
We have examined the effectiveness o f A BC Corporation’s 
controls over the availability, security, integrity, and maintain­
ability o f the Financial Services System during the period 
Month X, 200X, to Month XX, 200X, based on the SysTrust™ 
Principles and Criteria established by the American Institute o f 
Certified Public Accountants (AICPA) and the Canadian In­
stitute o f Chartered Accountants (CICA), which are available 
at www.aicpa.org/assurance. ABC Corporation’s management 
is responsible for the effectiveness o f its controls over the avail­
ability, security, integrity, and maintainability o f the Financial 
Services System. Our responsibility is to express an opinion 
based on our examination.
Management’s description o f the aspects o f the Financial Ser­
vices System covered by its assertion is attached. We did not ex­
amine this description, and, accordingly, we do not express an 
opinion on it.
Our examination was conducted in accordance with attestation 
standards established by the AICPA and, accordingly, included (1) 
obtaining an understanding of the controls related to the availabil­
ity, security, integrity, and maintainability o f the Financial Services 
System; (2) testing and evaluating the operating effectiveness of 
the controls; and (3) performing such other procedures as we con­
sidered necessary in the circumstances. We believe that our exam­
ination provides a reasonable basis for our opinion.
Because o f the inherent limitations o f controls, errors or fraud 
may occur and not be detected. Furthermore, the projection of 
any conclusions based on our findings to future periods is subject 
to the risk that changes made to the system or controls, changes 
in processing requirements, or the failure to make changes to the 
system when required may alter the validity o f such conclusions.
The SysTrust criteria require that a reliable system have continu­
ity provisions that address minor processing errors, minor de-
EXAMPLE 3
Reporting on the Subject Matter (the Effectiveness of
Controls) Based on AICPA Standards: Qualified Opinion
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struction o f records, and major disruptions o f system processing 
that might impair system availability. In the course o f our exam­
ination, we noted that ABC Corporation had not fully imple­
mented recovery plans addressing major disruptions o f system 
processing. Accordingly, the criterion related to continuity pro­
visions was not met.
In our opinion, except for the effects o f the matter discussed in 
the preceding paragraph, ABC Corporations controls over the 
availability, security, integrity, and maintainability o f the Finan­
cial Services System were operating effectively during the period 
Month X, 200X, to Month XX, 200X, in all material respects, 
based on the SysTrust™ Principles and Criteria established by 
the AICPA and the CICA to provide reasonable assurance that—
• The system was available for operation and use at times set 
forth in service-level statements or agreements,
•  The system was protected against unauthorized physical 
and logical access,
•  The system processing was complete, accurate, timely, and 
authorized, and
• The system could be updated when required in a manner 
that continued to provide for system availability, security, 
and integrity.
[Signature]
[Date]
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Independent Accountant's Report
To [Specify the party to whom the report is addressed] :
We have examined the accompanying assertion by the manage­
ment of ABC Corporation regarding the effectiveness of its con­
trols over the availability o f the Financial Services System during 
the period Month X, 200X, to Month XX, 200X, based on the 
availability principle in the SysTrust™ Principles and Criteria es­
tablished by the American Institute o f Certified Public Accoun­
tants (AICPA) and the Canadian Institute o f Chartered 
Accountants (CICA), which are available at www.aicpa.org/ 
assurance. This assertion is the responsibility o f ABC Corpora­
tions management. Our responsibility is to express an opinion 
on the aforementioned assertion based on our examination.
The SysTrust™ Principles and Criteria include four principles: 
availability, security, integrity, and maintainability. This report 
covers only the availability principle and does not address the 
remaining three principles or the effect they may have on the 
availability principle. Management's description o f the aspects o f 
the Financial Services System covered by its assertion is attached. 
We did not examine this description, and, accordingly, we do 
not express an opinion on it.
Our examination was conducted in accordance with attestation 
standards established by the AICPA and, accordingly, included 
(1) obtaining an understanding of the controls related to the 
availability o f the Financial Services System; (2) testing and eval­
uating the operating effectiveness o f the controls; and (3) per­
forming such other procedures as we considered necessary in the 
circumstances. We believe that our examination provides a rea­
sonable basis for our opinion.
Because o f the inherent limitations o f controls, errors or fraud 
may occur and not be detected. Furthermore, the projection of 
any conclusions based on our findings to future periods is subject 
to the risk that changes made to the system or controls, changes 
in processing requirements, or the failure to make changes to the 
system when required may alter the validity o f such conclusions.
EXAMPLE 4
Reporting on an Assertion About the Effectiveness of Controls
Over the Availability of a System Based on AICPA Standards
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In our opinion, management's assertion that ABC Corporation 
maintained effective controls over the availability o f the Finan­
cial Services System to provide reasonable assurance that the sys­
tem was available for operation and use at times set forth in 
service-level statements or agreements during the period Month 
X, 200X, to Month XX, 200X, based on the SysTrust™ Princi­
ples and Criteria established by the AICPA and the CICA, is 
fairly stated in all material respects.
[Date]
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Reporting on an As sertion About the Suitability of the 
Design of Controls for Systems in the 
Preimplementation Phase Based on AICPA Standards
Independent Accountant's Report
To [Specify the party to whom the report is addressed]:
We have examined the accompanying assertion by the manage­
ment o f ABC Corporation regarding the suitability o f the design 
of the controls over the availability, security, integrity, and main­
tainability o f the Financial Services System as o f Month XX, 
200X, based on the SysTrust™ Principles and Criteria estab­
lished by the American Institute of Certified Public Accountants 
(AICPA) and the Canadian Institute o f Chartered Accountants 
(CICA), which are available at www.aicpa.org/assurance. This as­
sertion is the responsibility o f ABC Corporations management. 
Our responsibility is to express an opinion on the aforemen­
tioned assertion based on our examination.
Management’s description o f the aspects o f the Financial Ser­
vices System covered by its assertion is attached. We did not ex­
amine this description, and, accordingly, we do not express an 
opinion on it.
Our examination was conducted in accordance with attestation 
standards established by the AICPA and, accordingly, included (1) 
obtaining an understanding of the controls related to the availabil­
ity, security, integrity, and maintainability of the Financial Services 
System; (2) testing and evaluating the operating effectiveness of 
the controls; and (3) performing such other procedures as we con­
sidered necessary in the circumstances. We believe that our exam­
ination provides a reasonable basis for our opinion.
Because o f the inherent limitations of controls, errors or fraud 
may occur and not be detected. Furthermore, the projection of 
any conclusions based on our findings to future periods is subject 
to the risk that changes made to the system or controls, changes 
in processing requirements, or the failure to make changes to the 
system when required may alter the validity o f such conclusions.
The ABC system has not been placed in operation; accordingly, 
additional changes may be made to the design o f the controls
EXAM PLE 5
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before the system is implemented. Furthermore, because the 
system has not yet been placed in operation, we were unable to 
and did not test the operating effectiveness o f the controls.
In our opinion, management's assertion that the controls over 
the availability, security, integrity, and maintainability o f the 
Financial Services System were suitably designed as o f Month 
XX, 200X, based on the SysTrust™ Principles and Criteria es­
tablished by the AICPA and the CICA, is fairly stated in all 
material respects.
[Signature]
[Date]
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Reporting on an Agreed-Upon Procedures Engagement 
Based on AICPA Standards
To [Specify the party to whom the report is addressed] :
We have performed the procedures enumerated below, which 
were agreed to by the managements o f ABC Corporation and 
XYZ User Corporation, solely to assist you in evaluating certain 
controls over the availability o f ABC Corporations's Financial 
Services System during the period Month X, 200X, to Month 
XX, 200X, based on the SysTrust™ Principles and Criteria estab­
lished by the American Institute o f Certified Public Accountants 
(AICPA) and the Canadian Institute o f Chartered Accountants 
(CICA) for the availability principle. ABC Corporation is re­
sponsible for controls over the availability o f the Financial Ser­
vices System. This agreed-upon procedures engagement was 
conducted in accordance with attestation standards established 
by the AICPA. The sufficiency of these procedures is solely the 
responsibility o f those parties specified in this report. Conse­
quently, we make no representation regarding the sufficiency o f 
the procedures described below, either for the purpose for which 
this report has been requested or for any other purpose.
[Include paragraphs that enumerate the procedures and findings.]
We were not engaged to, and did not, conduct an examination, 
the objective o f which would be the expression of an opinion on 
the controls over the availability o f ABC Corporations Financial 
Services System during the period Month X, 200X, to Month 
XX, 200X, based on the SysTrust™ Principles and Criteria for 
the availability principle. Accordingly, we do not express such an 
opinion. Had we performed additional procedures, other matters 
might have come to our attention that would have been reported 
to you.
This report is intended solely for the information and use o f the 
managements o f ABC Corporation and XYZ User Corporation, 
and is not intended to be and should not be used by anyone 
other than these specified parties.
[Signature]
[Date]
EXAMPLE 6
41
APPENDIX B
Systems R eliab ility  Task Force
The AICPA’s Special Committee on Assurance Services identified 
systems reliability assurance as an assurance service that CPAs 
could provide. The formation of the Systems Reliability Task Force 
prompted development o f an assurance service called SysTrust to 
offer potential for this type o f engagement to CPAs,
The AICPA/CICA Systems Reliability Task Force and the AICPA 
staff contacts welcome your comments and questions about the 
SysTrust program.
Assurance Services Committee Systems Reliability Task Force
Name Address Phone/Fax/E-mail
Thomas E. Wallace 
Chair
Efrim Boritz
Robert Parker
Robert J. Reimer
George H. Tucker III
Miklos A. Vasarhelyi
K PM G, LLP 
3 Chestnut Ridge Road 
Montvale, New Jersey 07645 
For all mailings:
15 Manor Road North 
Greenlawn, N Y 11740
University o f Waterloo 
30 Markdale Avenue 
Toronto, Ontario 
Canada M 6C  1T 1
Deloitte &  Touche 
1400 -181 Bay Street 
Toronto, Ontario 
Canada M 5J 2V 1
PricewaterhouseCoopers 
2300 One Lombard Place 
Winnipeg, Manitoba 
Canada R3B 0X6
Ernst &  Young LLP 
2000 National City Center 
1900 E. 9th Street 
Cleveland, O H  44114-3494
Graduate School o f Management Phone; (973) 353-5002 
Rutgers University Fax: (973) 353-1283
Ackerson Hall— Room 315 E-mail: miklosv@andromeda.
180 University Avenue rutgers.edu
Newark, New Jersey 07102
Phone: (201) 505-2145 
Fax: (201) 505-6211 
E-mail: tewallace@kpmg.com 
Phone: (516) 754-8116
Phone: (416) 785-7250 or 
(519) 888-4567 x5774 
Fax: (416) 785-7251 
E-mail: jeboritz@uwaterloo.ca
Phone: (416) 601-5927 
Fax: (416) 601-6390 
E-mail: rparker@deloitte.ca
Phone: (204) 926-2442 
Fax: (204) 944-1020 
E-mail: robert.j.reimer@ca. 
pwcglobal.com
Phone: (216) 861-8271 
Fax: (216) 861-2034 
E-mail: george.tucker@ey.com
42
Name Address Phone/Fax/E-mail
Dan White Grant Thornton, LLP
One Prudential Plaza 
130 East Randolph D rive, 
Chicago, IL 60601-6050
American Institute o f  CPAs 
1211 Avenue o f  the Americas 
New York, N Y  10036-8775
American Institute o f CPAs 
1211 Avenue o f  the Americas 
New York, N Y  10036-8775
Judith Sherinsky American Institute o f  CPAs
Technical Manager 1211 Avenue o f the Americas
Audit and Attest Standards New York, N Y  10036-8775
AICPA Staff
Anthony Pugliese 
Director
Assurance Services
Erin Mackler 
Technical Manager 
Assurance Services
Ron Halse 
Marketing Manager 
Assurance Services
CICA Staff
Gregory P. Shields
Bryan Walker
Cairine Wilson
American Institute o f CPAs 
201 Plaza Three 
Harborside Financial Center 
Jersey City, N J 07311
C IC A
277 Wellington Street West 
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Canada M 5V  3H 2
C IC A
277 Wellington Street West 
Toronto, Ontario 
Canada M 5V  3H 2
C IC A
277 Wellington Street West 
Toronto, Ontario 
Canada M 5 V  3H 2
Phone: (312) 602-8703 
Fax: (312) 565-5868 
E-mail: dwhite@gt.com
Phone: (212) 596-6083 
Fax: (212) 596-6233 
E-mail: apugliese@aicpa.org
Phone: (212) 596-6149 
Fax: (212) 596-6233 
E-mail: emackler@aicpa.org
Phone: (212) 596-6031 
Fax: (212) 596-6091 
E-mail: jsherinsky@aicpa.org
Phone: (201) 938-3788 
Fax: (201) 938-3780 
E-mail: rhalse@aicpa.org
Phone: (416) 204-3235 
Fax: (416) 204-3408 
E-mail: greg.shields@cica.ca
Phone: (416) 204-3278 
Fax: (416) 977-8585 
E-mail: bryan.walker@cica.ca
Phone: (416) 204-3349 
Fax: (416) 977-8585 
E-mail: cairine.wilson@cica.ca
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APPENDIX C
SysTrust Licensing Agreem ent, Version 2 .0
SYSTRUST LICEN SE AG REEM ENT
By using the SysTrust Principles and Criteria 
annexed hereto to provide SysTrust Services, 
you (“Practitioner”) agree to he bound by the 
terms and conditions o f this license. IF YOU 
D O  N O T  AGREE T O  BE BO U N D  BY 
TH ESE  TER M S A ND C O N D ITIO N S, YOU 
MAY RETURN  T H E  SYSTRUST PRINCI­
PLES A ND CRITERIA TO  T H E  AM ERI­
CAN IN ST IT U T E  OF CERTIFIED PUBLIC 
ACCOU N TAN TS (“AICPA”), AT 1211 AV­
EN U E OF T H E  AMERICAS, N EW  YORK, 
N Y 10036, FO R A FULL REFUND.
1. Definitions:
“Agreed-Upon Procedure Level” : an engagement 
under the Attestation Standards in which a prac­
titioner performs procedures, agreed-upon by the 
practitioner and users, and issues a report on the 
practitioners finding. The users assume responsi­
bility for the sufficiency o f the procedures. No 
opinion or assurance is provided.
“Attestation Standards” : AICPA’s Statements on 
Standards fo r Attestation Engagements and applica­
ble standards referred to therein, as revised by 
AICPA from time to time.
“CICA” : Canadian Institute o f Chartered 
Accountants.
“Examination Level” : the highest level of assurance 
that can be provided under the Attestation Stan­
dards (i.e., procedures sufficient to assure low level 
attestation risk and result in a positive opinion).
“Report” : Practitioner's report, based on an en­
gagement performed under the Attestation Stan­
dards at either the Examination Level or 
Agreed-Upon Procedure Level, attesting that 
client's assertion that a defined system meets one or 
more o f the SysTrust Principles and Criteria is 
fairly stated, and stating the SysTrust Principles and 
Criteria were issued by AICPA/CICA.
“System of Quality Control” : the policies, standards 
and procedures established by Practitioner to ensure 
it complies with the Attestation Standards and this 
Agreement, and its own policies and procedures, in­
cluding an independent inspection of Practitioner’s 
SysTrust Services, its related quality assurance 
process and its annual license renewal representa­
tions pursuant to the AICPA Professional Standards,
sections on Statements on Quality Control Standards, 
Bylaws, Code o f Professional Conduct and Ethics Rul­
in gs and Statement on Standards for Consulting Ser­
vices, as revised by AICPA from time to time.
“SysTrust Marks” : SYSTRUST and the CPA 
SYSTRUST logo:
 SysTrust
“SysTrust Principles and Criteria” : the
AICPA/CICA SysTrust™ Principles and Criteria 
fo r Systems Reliability, as revised from time-to- 
time. Information on how to obtain the current 
version can be found at <http://www.aicpa.org> 
or through the AICPA’s Assurance Services Team 
at (212) 596-6200.
“SysTrust Program” : AICPA’s promulgation of 
SysTrust Principles and Criteria and licensing o f 
the SysTrust Marks and Practitioner’s provision 
o f SysTrust Services and submission to the 
System o f Quality Control.
“SysTrust Services” : Practitioner’s examination 
o f clients’ systems and issuing o f Reports based 
on the SysTrust Principles and Criteria and/or 
consulting services related to the SysTrust 
Principles and Criteria.
2. Grant and Qualifications :  Subject to the terms 
o f this Agreement, AICPA grants Practitioner a 
non-exclusive license to use the SysTrust Marks in 
the United States in connection with providing 
SysTrust Services or to sublicense Practitioner’s 
clients to use SysTrust Marks: (i) as icons on the 
client’s web site linking to the Practitioner’s re­
port; and (ii) in advertising to indicate the client’s 
systems have been examined under the SysTrust 
Program. Practitioner agrees, during the term of 
this Agreement, to maintain membership in 
good-standing in AICPA and to enroll in an 
AICPA approved practice-monitoring program.
3. Quality Control:
Standards: Practitioner shall provide SysTrust 
Services only as an Examination Level or Agreed-
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Upon-Procedure Level service under appropriate 
Attestation Standards, using as measurement 
criteria the current version o f the SysTrust 
Principles and Criteria.
Advertising: Practitioner shall have the right, in 
the United States, for the sole purpose o f adver­
tising, promoting or marketing the SysTrust 
Services, to use and to sublicense its clients to use 
the SysTrust Marks in high-quality promotional 
and advertising materials in a manner prescribed 
by AICPA Professional Standards, section on 
Code o f Professional Conduct, provided neither 
Practitioner nor its sublicensee uses the SysTrust 
Marks in any manner that, in AICPA’s opinion, 
may harm, dilute or reflect adversely on AICPA 
or the SysTrust Marks. Practitioner shall submit 
to AICPA’s Assurance Services Team representa­
tive samples o f all new advertising and promo­
tional materials using the SysTrust Marks for 
approval prior to publication or distribution, 
which AICPA may withhold in its sole discretion. 
Materials submitted shall be deemed approved if 
AICPA does not disapprove such materials within 
seven (7) business days after receipt.
System o f Quality Control. Practitioner shall 
provide SysTrust Services under a System of 
Quality Control. Practitioner acknowledges that 
it has reviewed in detail AICPA Professional 
Standards, sections on Statements on Quality Con­
trol Standards, Bylaws, Code o f Professional Con­
duct and Ethics Rulings and Statement on 
Standards fo r Consulting Services and will main­
tain possession o f a current copy o f same.
4. Records: Practitioner shall maintain, for three 
(3) years following the end o f the calendar year in 
which it performs SysTrust Services, complete 
and accurate working papers documenting all ex­
aminations in which Practitioner issued Reports, 
and shall make these records available for inspec­
tion and copying by AICPA’s representatives as 
reasonably requested.
5. Disclaimer: Use o f the SysTrust Principles and 
Criteria and providing o f SysTrust Services are at 
Practitioner’s sole risk. The SysTrust Principles 
and Criteria are provided “as is,” without war­
ranty o f any kind, and AICPA EXPRESSLY 
DISCLAIMS ALL WARRANTIES, EXPRESSED 
O R IMPLIED, IN CLUD IN G , BU T N O T 
LIM ITED TO , ANY IMPLIED 
WARRANTIES OF NON-INFRINGEM ENT, 
M ERCHANTABILITY O R FITNESS F O R  A 
PARTICULAR PURPOSE.
6. Indemnity: Practitioner shall defend and in­
demnify AICPA from all claims, suits, damages 
and costs (including attorneys’ fees) arising out 
of: (i) false advertising, fraud, misrepresentation 
or other claims related to Practitioner’s SysTrust
Services or use by Practitioner or its sublicensee 
o f the SysTrust Marks, other than solely that the 
SysTrust Marks infringe third-party tights; or (ii) 
Practitioner’s breach o f this Agreement.
7. Practitioner Undertakings: Practitioner agrees 
not to: (i) directly or indirectly challenge AICPA’s 
ownership o f the SysTrust Marks or the validity 
of this license; (ii) consent to any third-party rep­
resentation concerning the SysTrust Principles 
and Criteria or otherwise refer to the SysTrust 
Marks except in connection with Practitioner’s 
SysTrust Services; (iii) infringe AICPA’s copy­
rights in materials relating to the SysTrust Pro­
gram, provided that Practitioner may, as a 
licensee hereunder, reproduce and distribute 
without charge the SysTrust Principles and Crite­
ria to its employees, clients and prospective 
clients in complete and accurate form, including 
AICPA’s copyright notice; or (iv) violate any 
laws, regulations or standards established by an 
entity o f competent jurisdiction relating to the 
promotion or providing o f SysTrust Services. 
Practitioner agrees that all Reports issued pur­
suant to this license shall identify the SysTrust 
Principles and Criteria as having been issued by 
AICPA/CICA.
8. Termination: AICPA shall have the right to ter­
minate this Agreement if Practitioner fails to cure 
any of the following within fifteen (15) days of 
notice from AICPA: (i) Practitioner’s license to 
practice accountancy is revoked or suspended; (ii) 
Practitioner is no longer a member in good-stand­
ing o f AICPA and enrolled in an AICPA-approved 
practice-monitoring program; (iii) Practitioner 
misuses the SysTrust Marks or otherwise breaches 
a material term or undertaking o f this Agreement; 
or (iv) Practitioner’s sublicensee misuses o f Sys­
Trust Marks. Upon termination: (A) all rights, li­
censes and privileges granted to Practitioner, 
including the right to use the SysTrust Marks, 
shall automatically revert to AICPA; (B) Practi­
tioner shall immediately cease to make any repre­
sentation regarding its status as a licensee; and (C) 
Practitioner shall execute any and all documents 
evidencing such automatic reversion.
9. Applicable Law; Disputes: Any dispute or 
claim relating to this Agreement shall be settled 
by arbitration before three (3) arbitrators in the 
State and County o f New York, under the Com­
mercial Arbitration Rules o f the American Arbi­
tration Association then existing and applying 
the laws o f the United States and o f the State of 
New York, without giving effect to the conflict- 
of-laws principles thereof Judgment upon the 
award may be entered into any court o f compe­
tent jurisdiction. Nonetheless, either party may 
bring a civil action to seek equitable relief exclu­
sively in the state and federal courts in the State
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and County o f New York. The parties hereby 
submit to the exclusive jurisdiction o f and waive 
any objection to the propriety or convenience of 
venue in such courts.
10. Assignment: Practitioner shall not license, 
sublicense or franchise its rights hereunder, nor 
transfer or assign this Agreement or any rights 
hereunder, except as specifically provided herein, 
without prior, written approval of AICPA. Sub­
ject to the foregoing, this Agreement shall be 
binding upon and inure to the benefit o f the par­
ties hereto, their successors and assigns.
11. Sole Understanding. This Agreement and 
the SysTrust Principles and Criteria, Attestation 
Standards and AICPA Professional Standards, 
sections on Statements on Quality Control Stan­
dards, Bylaw, Code o f Professional Conduct and  
Ethics Rulings and Statement on Standards for 
Consulting Services, which are incorporated 
herein by reference, comprise the entire agree­
ment o f the parties with respect to the subject 
matter of this Agreement and supersede all other 
agreements, understandings and communications 
with respect thereto.
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APPENDIX D
AICPA Assurance Services Products
SysTrust
AICPA/CICA SysTrust™ Principles and Criteria for Systems 
Reliability, Version 2.0 (product no. 060467kk, CDROM —  
product no. 060466kk)
CPE Self-Study Courses
How to Perform a SysTrustSM Engagement (product no. 
730036kk (text format))
SysTrustSM Service: An Overview to the New Assurance Services 
on Systems Reliability (product no. 730028kk (text format); 
product no. 180028kk (video format))
New! In Depth Training on the SysTrust™ Principles and Cri­
teria (product no. 730025kk (text format))
CPA WebTrust
The CPA WebTrust Letter
Assurance Services Alert— WebTrust Alert—2001 (product 
no. 006632kk)
Practice Aid— CPA WebTrust Practitioner’s Guide (product 
no. 006604kk)
Additional WebTrust information is downloadable from 
the AICPA Web site at www.aicpa.org.
AICPA/CICA, Guide to Auditors and Users o f a Third Party 
Service Provider Audit Report in a WebTrust Engagement, 
March 1999 Approved Guide
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CPA ElderCare Services
Assurance Services Alert— CPA ElderCare Alert—2001  
(product no. 006633kk)
Practice Aid— CPA ElderCare: A Practitioners Resource Guide 
(product no. 022504kk)
CPE Self-Study Courses
Eldercare: The F inancial Issues o f Aging (product no. 
731411 kk (text format); product no. 181771kk (video 
format))
Eldercare: The Legal Issues o f Aging (product no. 73l408kk 
(text format); product no. 181761kk (video format))
Eldercare: The Medical and Psychosocial Issues o f Aging (prod­
uct no. 73l405kk (text format); product no. 181751kk (video 
format))
Eldercare: Practice Management and Practice Development 
(product no. 73l4l4kk (text format); product no. 181741kk 
(video format))
Eldercare: Tax, Health Care, and Asset Protection for Aging 
Clients (product no. 732074kk (text format))
Eldercare: Developing an ElderCare Practice (product no. 
730072kk (text format); product no. 181641kk (video 
format))
CPA Performance Views
•  CPA Performance Views—Practitioner’s Guide (product no. 
006606kk)
Online CPE Offer!
The AICPA has an online learning library, AICPA InfoBytes. An an­
nual fee ($95 for members and $295 for nonmembers) offers unlim­
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ited access to over 1,000 hours of online CPE in one- and two-hour 
segments. Register today for InfoBytes at http://cpa2biz.com.
Contact the AICPA
To order copies o f AICPA publications or to obtain information 
about other assurance services products and CPE courses, call the 
AICPA's toll-free information hotline at (888) 777-7077, fax a re­
quest to the twenty-four-hour fax hotline at (201) 938-3787, or 
visit the AICPA Web site at http://www.aicpa.org. You may also 
write to the American Institute o f Certified Public Accountants, 
Order Department, Harborside Financial Center, 201 Plaza Three, 
Jersey City, N J 07311-3881.
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